°

BIGSCITY

HAFBF I ERI S Stk R R F

- [Z=ARHIS -

2 1= 2



i —. BIPES
4 =. HBEAIFS

B =. RBERIPFES

CONTENTS




BRHBFIETS=NE

O ZiEN S
- MAEIREED, BEREE, BEHRTRAMRIFRR, SEZEFEERKR, SEEFEREIENS.
O B3 (SHERFS)
- BirRERESIERALZERGZEMAEM L, SCMERER, BEITAIRERIER,
- REME2016FMETIRE, BATRRLEFHRinA R EAEE R A

2. Computing

\4 download weig htl

_.._4_..,_..'._.._.._.._.._.

upload welg ht) .

""""" (1. locally trained )™

“@ﬁf’@

(S_ inference and prediction)

| 4. Inference and Prediction |

________ § -




Samples

HAFBF P 2%

RS

Data from A

Horizontal

Federated Learning

Data from B

—_——— e ——————

Features

- MFSAREERIA

. BIESE, BrEas

- BFBRS

Samples

AEERFRFS]

Data from A

Data from B

Features

RIA FR R AR R EHERILL

FHIEERS

RS/, AFEES

Samples

BRIz FS

Federated
Transfer Learning
Data from A

Data from B

Features

WA, FIFs s
KEESL, APESD
g




HIBEAFRSE ] [UbiComp20]PMF: A Privacy-preserving Human Mobility
Prediction Framework via Federated Learning

O (ERMEFGNTG ZR T EiE LEFMEPERI)IGNEE, mingrm™ =S
* IV IGRYERF R FE I AR A T RERABUR AR,

O BAHFEIERNAFNETIHEST ARSI EN ARNRIAER
- HNBERET LB SITEEAENTRING LEDRE, LERBUSENABRFAGE,;
- PR)IZGIRS SBAIFMEE BETISESEURIERIRETAGR.

O [BFAFRIFEZSSEUNETRNIES M RE T
- —ETEH—PXRAEDRIEFEAFRIPRMN, BRESBEINRIRENE, SIRRERE.




Privacy-preserving Mobility prediction framework via Federated learning
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Group Optimization on the Local Devices with Differential Privacy
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Global Optimization on the Centralized Server

Algorithm 1: Training procedure of the proposed system

Global parameters: M’ is the global model at ¢ step; K the number of selected clients; a is the learning rate.
Local parameters: m* is the local model of client k; p* is the personal adaptor for client k; epoch is the
number of local epoch; D is the private data on the local device; € is the parameter of differential privacy.

Server:
initialize M°
for roundt € {1,2,...} do

construct/update client candidates pool

select clients set from candidates pool by polling scheme

for clientk € {1,2,...,K} in parallel do

| (m*, B¥) «Client(M’, epoch, a)

normalize ﬁk e 1,2, K}
| M FE prmE
Client:

// construct noisy data with differential privacy €
+hoise

Bt

forie {1,2,...,epoch} do
// train the risky module group r of model m with protected data
m, «—m, —avlm;D,)
// train the normal module group n of model m with normal data
my «—my —aviim; D)

return (m, [)
Fine-tune personal adaptor p on clients before inference.
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Personal Model:
FUERNBRT,
Joint Model: &

Personal Model EEBaNgRZ+HiIT, (UERFHEFAALRE. £44
MAERFRPTPIARL, ELEREEERRIAIMESE.
WHERBAREHAFRIEEE, Joint Model g TNtk ¥ EBRANBINERT, F
SCIR 7 SEAFRYGEIEIESE, {B)oint Model;i@EEiSFAIR,

HE=FAAN

Privacy-Level Methods ‘ Top-1@Foursquare Improv. Top-l@Twitter Improv. Top-1@DenseGPS Improv.
Bersonal Misdl P-Markov 0.151+0.000 -7.93% 0.345+0.000 -10.62% 0.618+0.000 -0.80%
(v rf;SE:rVin ) HMM 0.164+0.023 0 0.386+0.003 0 0.623+0.005 0
FATERICE 8 LSTM 0.135£0.002  -17.68%  0.371£0.005  -3.89% 0.617+0.002 -0.96%
J-Markov 0.186=+0.000 +13.41% 0.441+0.000 +14.25% 0.694+0.000 +11.40%
Joint Model FPMC 0.195+0.001 +18.90% 0.460+0.003 +19.17% 0.570+0.000 -8.51%
(privacy-leakage) LSTM 0.217+0.002 +32.32% 0.497+0.001 +28.76% 0.718+0.001 +15.25%
DeepMove 0.232+0.000 +41.46% 0.498+0.001 +29.01% 0.714+0.001 +14.07%
Our Model Our Basic Model 0.209+0.001 +27.44% 0.489+0.000 +26.68% 0.694+0.000 +11.40%
(privacy-preserving) +Personal Adaptor 0.213+0.001 +29.88%  0.495+0.001 +28.24% 0.715+0.000 +14.77%
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(a) Results on Foursquare dataset. (b) Results on Twitter dataset. (c) Results on DenseGPS dataset.
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Cross-Node Federated Graph Neural Network

Server
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(a) Overview of the training proce-
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(b) Server-side Graph Network (GN).
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(¢) Encoder-decoder on the i-th node.
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(c) Encoder-decoder on the i-th node.
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GRU(centralized): FB&EH1ERESEIREIIZAIGRURREL,

GRU+GN(centralized): E#ZHASGRUFEIMERMRE, AEPEIE)I%, HEEMEKUT
CNFGNN, {BF5= ERIFFEGRUEHIAZHASHERIINE. (CNFGNNTEsELR)
GRU(local): 8NP RIIG—MYARHEIEIGRUIREL,

GRU+FedAvg: FAFedAvgE;iRiIIZHIGRUREEY,

GRU+FMTL: 8NN RERBISESEIIGHIGRURER, HEERIBEEIFE HRIFEIENIL,

Method PEMS-BAY METR-LA
GRU (centralized, 63K) 4.124 11.730
GRU (centralized, 727K) 4.128 11.787
G.RU + GN —_— 54 i N Comp Cost On PEMS-BAY METR-LA
(centralized, 64K + 1M) Device (GFLOPS) Tt oo Tt Conrii
RMSE RMSE
GRU (local, 63K) 4.010 11.801 Cost (GB) Cost (GB)
GRU (local, 727K) 4.152 12.224  GRU (63K) + FMTL 0.159 3.961 57.823 11.548 99.201
GRU (63K) + FedAvg 4.512 12.132  GRU (727K) + EMTL 1.821 3.955 359.292 11.570 722.137
GRU (727K) + FedAvg 4.432 12.058  CNFGNN (64K + 1M) 0.162 3.822 237.654 11.487 222.246
GRU (63K) + FMTL 3.961 11.548
GRU (727K) + FMTL 3.955 11.570

CNFGNN (64K + 1M) 3.822 11.487
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