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Adversarial example: a modified image input that is
intentionally perturbed. It is hard to distinguish by
humans but can fool deep neural networks easily.

Financial, medical or even military applications
need highly safe and robust models

Therefore, strengthening neural network models to
defend adversarial attacks is an important task
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1. Background: Challenge o

The first challenge is to explore the intrinsic mechanism of adversarial attacks to
enhance the defense ability of deep learning methods;

The second challenge is to defense hybrid adversarial attacks that might include
various types of attacks or even unknown types;

The third challenge is to protect the defender itself from adversarial attacks.
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1. Background: Motivation ol

Erased Rate | Deepfool CW  DDN

If we erase those pixels with hl.ghér'. 19;1@]. top 0% 1.000 1.000  1.000
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X-Ensemble

2. Our Framework
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1. Generate interpreting maps
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2. Our Rectifier A

Algorithm 1 Rectified Image For Tuning Rectifier

Variables: {Dy,...,D;} are the sub-detectors that predict an input image x as
an adversarial one, {Rj, ..., R;} are the interpreting methods corresponding to
{Dy, ..., Dj} respectively, @ € (0,1) is a threshold parameter, rand() returns a
random value in [0, 1], and o is the variance of pixel values in x.
fork=1toj do

Ei — Entropy(Dy(x))
end for
R < R; where i = argmin(Ey, ..., E;)
g < R(x)
thres «— a * (max(g) — min(g)) + min(g)
for ixel (i, j) in x do

if gij > thres and rand() > 0.5 then

xij < X j + Normal(0, o)

end if
end for
return x




3. Experiment : Setting N

Dataset: Fashion-MNIST, CIFAR-10, ImageNet

Attack method: FGSM, PGD, Deepfool, C&W, DDN, OnePixel

Interpreting method: VG, GBP, IG, LRP

Baseline: PD, TWS, MDS for detection part,
Adversarial training, PD, TVM for wholepipeline



3. Experiment Results: Detection sl

Our RF ensemble detector Components of our ensemble detector

Grey-Box
| Fashion-MNIST | CIFAR10

— 0 EE -
Attackers |IX-Det]| PD | TWS | MDS | VG | IG | GBP | LRP | ORG |I| IX-Det]|] PD | TWS | MDS | VG | IG | GBP | LRP

=
o

[ |
FGSM-U =1.oo: 100 | 063 | 071 § 097 | 099 | 100 | 099 : 098 | 052 | 0.83 | 088 | 0.86 | 098 | 099 | 100 |
PGD-U II.OOI 1.00 0.65 0.79 [ 0.98 1.00 0.99 0.99 I 0.99 0.52 0.76 [ 0.99 0.95 0.96 0.97 0.98 |
PGD-T |11.00 1| 1.00 | 0.83 | 0.80 § 097 | 1.00 | 0.99 | 0.99 8| 096 | 048 | 071 { 093 | 090 | 095 | 098 | 100 j
DFool-U i0.99i 0.98 0.99 0.77 [ 0.95 0.99 1.00 0.94 i 0.77 0.83 0.93 [ 0.89 0.90 0.99 0.92 0.83 |
CW-U |1 098 1| 093 | 0.95 | 079 | 094 | 058 | 100 | 058 gl 078 | 050 | 053y 090 | 085 | 099 | 092 | 036 |
CW-T II.OOI 0.98 0.99 0.83 [ 0.97 1.00 1.00 1.00 I 0.84 0.94 0.94 [ 0.93 0.93 0.99 0.96 0.95 |
DDN-U | 0.99 1| 098 | 080 | 0.79 [ 096 | 099 | 099 | 100 §| 070 | 091 | 093 [ 091 | 090 | 092 | 099 | 00|
DDN-T |;1.00 4| 099 | 1.00 | 085 { 1.00 | 090 | 098 | 1.00 | 081 | 096 | 094 | 0.99 | 093 | 095 | 0.99 | 097 |
L | | " L]
: | 1 Black-Box ! | | | :
HE FasRion-MNIST : TFAR10 I
Attackers |IX-Detj| PD | TWS | MDS | VG | IG | GBP | LRP 1| P | TWs [ Mps | vG | 16 | GBP | LRP | ORG
FGSM-U :1.00: 0.99 0.76 0.54 [ 1.00 0.98 0.99 1.00 : 0.99 0.66 0.93 [ 0.88 0.92 0.99 0.99 1.00i
PGD-U |10 | 099 | 077 | 053 § 100 | 098 | 099 | 100 §| 098 | 057 | 059 [ 076 | 080 | 091 | 098 | 100 |
PGD-T 1100 1| 099 | 078 | 055 § 1.00 | 097 | 099 | 1.00 1 099 | 072 | 059 | 078 | 083 | 092 | 096 | 100 |
DFoolU |} 09% [ 095 | 081 | 052 § 085 | 054 | 098 | 091 {[ 074 [ 075 [ 054 | 070 | 0.80 | 080 | 0.80 | 0.0 |
CW-U | 091 1| 087 | 081 | 053 | 0.83 | 051 | 099 | 050 gl 075 | 075 | 053y 071 | 082 | 080 | 081 | 070 |
CW-T I0.97I 0.96 0.80 0.52 [ 0.91 0.99 0.98 0.95 I 0.77 0.76 0.53 [ 0.80 0.82 0.82 0.82 0.77 |
DDN-U |} 088 1| 086 | 080 | 052 § 082 | 095 | 094 | 091 §| 063 | 076 | 054 | 071 | 080 | 081 | 080 | 076
DDN-T 1 0.98 1 0.96 0.79 0.54 0.92 0.97 0.99 0.96 1 0.72 0.76 0.54 0.71 0.80 0.82 0.82 0.89 |

AUC score of adversarial example detection for vaccinated training




3. Experiment Results: Detection A

Grey-Box

| Fashion-MNIST | CIFAR-10

Our ensemble detector
Attacker | X-Det | PD | lo-D | Lb-D | X-Det | PD | lo-D | I-D

Black-Box

CIFAR-10

PGD-U  |/1.00 /| 1.00 | 1.00 | 0.90 11.00l | 099 | 1.00 | 039
PGD-T |; 1.00 ;| 1.00 | 0.99 | 0.91 | 11000 [ 099 | 1.00 | 0.50
CW-U 1 095 | 093 | 073 | 0.97 | 10.98, | 0.78 | 049 | 0.97
CW-T I 098 || 098 | 0.84 | 0.99 :0.99| 0.84 | 049 | 0.98
DDN-U |1 0.99 1| 098 | 0.80 | 1.00 | ;0.99] | 0.70 | 049 | 0.98
DDN-T |l 1.00 1| 1.00 | 093 | 1.00 | j0.99] | 081 | 049 | 0.98
OnePixel |; 0.82 ;| 061 | 059 | 0.75 [ 10.830 | 081 | 051 | 0.77

i 1
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| Fashion-MNIST |

Attacker |jX-Detj| PD | Lo-D | L-D | K-De

PGD-U : 0.99 : 0.99 0.98 091 | 1099l | 0.99 1.00 0.70

PGD-T |} 0.99 j| 099 | 098 | 092 | 1099 | 099 | 1.00 | 0.78
CW-U 10871| 085 | 051 [ 073 | 0.80) [ 075 | 048 | 0.77
CW-T 1097 1| 093 | 078 | 0.88 | ;0.80] | 0.77 | 049 | 0.76
DDN-U |! 085 I| 0.88 | 053 | 0.83 | jo0.80l | 063 | 049 | 0.75
l--D.DN.:I‘.-.I.n.ss.I.-.n.us--u.&a.- =000 o 082 ] 022 o L M o BT e
I OnePixel |} 0.73 | 071 | 057 | 0.69 | 10.720 | 0.70 | 051 | 0.69 |

| e g e —— —— ————————————————— p—p————————————————g |

PD | loD | L,-D

AUC score of adversarial example detection for invaccinated training

Note that OnePixel is L, attack, while our detectors are trained for L, and L.,



3. Experiment Results: Whole Pipeline

‘.

Grey-Box
- - Fashion-MNIST CIFAR-10 \._ —— ImageNet
| ]
! ||PD | DDN, | PGD, | TVM | F PD | DDN, | PGD, | TVM | F |[jOur [ PD | DDN, | PGD, | TVM | F
ean R . . . . . . . K . . . . . .

Cl 090 |lo.9o | 0.86 0.84 | 0.67 | 0.92 079 | 075 064 | 035 | 0.86 !089 | 066 | 078 072 | 075 | 0.95
FGSM-U || 0.84 [f0.75 [ o0.82 0.82 | 049 | 056 036 | 048 043 | 029 | 024 [T0.60 N 047 | 0.49 047 | 036 | 044
PGD-U [ 0.79 (lo.ésa | 0.80 0.81 0.57 | 027 0.30 | 037 035 | 032 | 008 [lo.7s 1070 | 038 047 | 0.66 | 0.02
PGD-T || 0.89 |loss | 084 0.87 | 0.53 | 066 0.60 | 033 048 | 032 | 0.05 !0.73 | 066 | 029 051 | 070 | 0.00
Dfool-U | 0.87 [f0.88 | 0.26 076 | 0.65 | 0.00 0.68 | 0.19 029 | 034 | 0.00 io.75 0.58 | 037 035 | 071 | 0.01
cw-U I 086 |lo.ss | 070 073 | 0.66 | 0.00 0.73 | 0.70 0.65 | 034 | 0.00 | 0.74 | 064 | 0.50 053 | 071 | 0.00
cw-T I 086 [loss | 072 0.53 | 0.65 | 0.00 0.75 | 0.45 046 | 0.33 | 0.00 | 0.79 | 061 | 0.0 039 | 075 | 0.00
DDN-U | 0.90 (o8 | 0.74 076 | 0.66 | 0.00 0.74 | 0.66 052 | 034 | 0.00 | 0.76 | 060 | 0.56 044 | 075 | 0.03
DDN-T | 0.90 |Ho89 | 059 0.64 | 0.65 | 0.00 0.75 | 053 043 | 034 | 000 7079 I 060 | 050 039 | 074 | 0.00

| i - i

] I Black-Box | i

i I Fashion-MNIST CIFAR-10 U ImageNet

l Our ||PD | DDNg | PGD; | TVM | F PD | DDN; | PGD, | TVM | F || Our § PD | DDN, | PGD, | TVM | F
Clean I 090 [lo90 | 0.6 0.84 | 0.67 | 0.92 079 | 075 064 | 035 | 0.86 !0.39 | 066 | 0.78 072 | 075 | 0.95
FGSM-U N 0.72 (1070 | 068 0.71 0.46 | 0.50 0.27 | 041 0.41 0.31 | 0.50 io.so 049 | 051 048 | 054 | 050
PGD-U I 078 |lo.so | 0.77 0.82 | 048 | 050 0.70 | 068 058 | 031 | 050 | 0.63 | 061 | 058 050 | 051 | 0.50
pGD-T I 079 |lo7s | 074 0.81 | 043 | 050 0.73 | 0.70 059 | 030 | 050 [fo.65 I 052 | o055 049 | 050 | 0.50
DfoolU I 0.87 (086 | 084 0.87 | 048 | 050 076 | 0.71 0.61 0.29 | 0.50 i0.67 0.60 | 0.58 051 | 043 | 050
cw-u I o088 [los7 | 084 0.87 | 0.48 | 050 075 | 0.71 0.61 030 | 050 | 0.65 | 058 | 051 051 | 046 | 0.50
Ccw-T I 087 [f0.87 | o084 0.85 | 0.53 | 0.50 075 | 0.71 060 | 029 | 050 | 0.67 | 045 | 0.56 051 | 044 | 0.50
pDN-U Il 0.88 |los7 | o84 0.87 | 0.50 | 0.50 0.76 | 0.72 0.61 030 | 050 | 0.67 | 043 | 057 050 | 045 | 0.50
DDN-T I 0.88 |o 87 | 0.84 0.87 | 049 | 050 074 | 0.71 060 | 0.28 | 050 | 0.68 | 036 | 053 046 | 041 | 050

Image classification accuracy of X-Ensemble and the baselines



3. Experiment Results: Robustness A
X-Ensemble
Fashion-MNIST | CIFAR-10 | ImageNet
PGD-T 0.87 0.67 0.72
CW-T 0.90 0.69 0.83
DDN-T 0.90 0.71 0.78

Classification accuracy of X-Ensemble under white- box attacks

It shows that our model are robust to the counterattack of adversaries



4. Conclusion "

1) We proposed X-Ensemble, an ensembled detection-rectification pipeline on
high-performance adversary defense;

2) X-Ensemble combines sub-detectors with random forests to achieve
satisfying performance against hybrid and unforeseen attacks:;

3) The non-differentiable nature of random forests guarantees the robustness
of X-Ensemble under white-box attacks.
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