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Community-Based Bidirectional Feedback System for Hybrid Worm Containment

in Mobile Internet

Yang Hailu, Zhang Jianpei, and Yang Jing
(College of Computer Science and Technology , Harbin Engineering University , Harbin 150001)

Abstract Aiming at the problem that the existing worm containment methods can’t reply the mobile
Internet worm attack which mixes long-range and short-range attack, this paper proposes a mobile
Internet mixed worm bidirectional feedback and containment system based on community. The system
consists of SIN (social information networks) containment unit and GIN (geographic information
networks) feedback unit. The SIN containment unit is a type of online community quarantine
strategy, which contains worms within the community by identifying the access nodes between
communities and designing the corresponding worm label delivery algorithm. The GIN feedback unit
collects the users’ short range communication records, GPS location data and the historical security
information committed by SIN to realize the trust-assessment. Through feeding back the results to
SIN containment unit, the GIN limits the next communication decisions of community internal nodes,
accordingly reduces the spreading speed of worms inside the community and realizes the bi-directional
loop between the SIN containment unit and GIN feedback unit. Simulation experiments have proved

that the method proposed by this paper has feasibility and effectiveness.

Key words mobile Internet; hybrid worm containment; worm modeling; community quarantine
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20 8, w(usv) >>26Cw) W w 5 v X 4 X N HoA 5
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FERSAT M VAR 19 A5 A1 4 i 4 78 Ry 5 4 XA 42 , TR
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B2 A Lu.O)= D)0, + 0., %R u

ve C

53X C 38 B WX FAE T A u€o(O), 0
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Y. BT w INAFEIX G cut (C) Fl v(O)
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AFEX C J5 3t X C Ry sk B AR A N
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FR A B 2 R E w il o BYFE X 5
if uVoZpriE+t X then
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for a€o(u) do
AR E B 2 H5E a WAL E 5
if a A X IFJE M then
W a BB
end if
end for
end if
@ else if C,#C, and 0,.,+0,..=2 then
@ P IKHHX C={u. v} HE (O<<$(C;
1 else
O C<Cc"V;
end if
@ update C.
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@ else if 5,4y, =1 then

@ =" P\NCHUu U{CN\ut s

® else if C,#C, then

© c=c"";

@ else if C,=C, then

® if S(u,C)=maxS(,C) then

1€ o(u)

cY=Cc"P;

else if S(u,(3)¢f£ﬁ3§5(i,(1) then
MR8 E B 2 HE v B4 X IR 5

else
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EHIE R 2 ) € V(O RAE X I JE 5
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© endif

end if
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WA AEXES C

By VAR AR Ve MR Rk AR

D set Vo=;

@ for C,,C,eCdo

® if C,NC,#J then

@ Ve<A{vlvEs(w) ,u€C,NCy};
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® endif
©® end for
@ for 5 5i ¢ ZEvp X N A I HUbR 48 do
®  HHHREFGNNES (0w

awby} H

© i X C, ffi13 BS(.C.) >w, then
() if ZARZEX T j M E EARZ then

) ST A AR RO IR IR & G 5
@ end if

@  endif

@ end for
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Fig. 5 Frequency measurement of communications.
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T A ) 38 A A T A5 e AR 5 L 22 4 P AR 4 ] e 52
R R AR Uk = A8 B TG T T Y TR T Il
(S

AR b 5 AR SORE 5 5 1) B 15 AT AR D eR
WOE SR — Rl F5 7 /9 22 PP O 5 BAR

rw=aw453ﬂ%;L5%1—Pm»2, (26)

Lrb oy 330 03 R I E 5 20 22 A PR e AT 4 2 i 2
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® 1P EEEREZ2IL R I id k5,
HOE L 2 7. X R W FRATA 7850 19 UE 48 £ W%l
FEAETE. IC S 2.3 i T B = B A0 ok R B
THAF 22 A R AR AT P AR A1 Bl 3 58 B4 3%
AW I, e R T 0.5 By Al {5 fH 2 A W b
Tk M2 Ag /T 0.5 WAl {5 H 2 AW AR A7 5
PRI T AT 2 120K,

Table 1 Trust Analysis with Different Input Parameter
R1 TRABASHETHTRELEN

ho

2

Record  alb a B e T(0.1) TC0.5) T(0.9)
1 1/1 0. 50 1.00 0.000 0.202 0.062 0.002
2 5/5 0.50 0.20 0.400 0.441 0.413 0.401

3 10/10  0.50  0.10 0.450 0.471 0.456 0.451
4 1/10 0.09 0.01 0.089 0.256 0.141 0.091
5 10/1 0.90 0.01 0.891 0.733 0.842 0.889
6 5/10 0.33 0.05 0.313 0.389 0.336 0.314

7 10/5 0.67 0.05 0.636 0.581 0.619 0.635

HR A BT 5 SR T A5A5 AT PEPE AN pR A FRATT 45 40
SV 5 O I AR B R 1T AR B Ak

BE S FET W ASUE AR R DR AG A A DX B 1k

BMIAN:G=(V,E,w) fE{FH% T..

A DX B G AR

O if wyv i FR—4E XK w0 J8BF 12T S

8¢ R,.,<<30 then

@ il w BB AR H T, <<0. 5 then

® W w TPIRAE A 2 o T AL X5 R
F) 38 15 18 Kl PR 2 B A1) 5

@ A a J) JTAE A X A Y K % B
BE Y o BT e AL XX K R 4 A &
A7 1 SR N ) GE 1R 1 2 Ak

® endif

©® end if

YL S AT O R AR B A E O GPS B

Bt AR SCRRLL9 A i L 6 B B A 19 5 R A Rk
722 30 m. 3 2k X AT AR 1 A5 HE AT A B A
£ SIN FI GIN _E f) £ 4 1] L) [R] i 45 21 A7 20 18 ).
L 5 FEMWIN I N A EATOT, PR EE P,
M L AE P ISR R ] IR 24 B OGo )
KMP 545 LR A 5 e 26 st (] 52 4% i
N O,
4 KBERSHM

FEATT v, FRATT 38 Jb %o S A AR Y S
05 9 UF R A U s i R 4 HWCS By RCR Fa 2hE.
LI R s T3S O Inter Pentium [V 3.0 GHz 4b
w2 GB NAF . Windows XP #4E R &G0, L F R
H C++ 5 Matlab 1B & 4 F£.
4.1 XWAHE

ARk MIT Reality 5 Haggle Project 4
SEIS A7 B AGE (IR A CRAWDAD). Fr % £ 36 4E LA
B RET ML AR 17 e R 4R L OF BRI Ry @
T 5 CELFE 8 35 B 4 L 38 3 85D DA SR F i AR
1ok AL 36 W 4 38 B0 GBS B ] | 45 o B[R] L 59
IDs). FATARYE FH 7 (9 38 30 4 52 LA KRG 375 R0k
TARRL B ALK 2345 B R 48 SIN, AR 45 H P i b 2
A7 B DA R 28 A8 B s AR G T AR R 1) BT S I 4%
GIN, Ff3E £ 30 %0 22 47 1 S B5 48 4 o T s i 5k LA
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Fig. 6 Performance on worm containment system.
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Fig. 7 Analysis of total number of patching node.
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Fig. 8 Performance of community mining algorithms.
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Fig. 9 Performance of node patching strategy.
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Fig. 10 Infection rate under fixed patching number.
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